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SSO implementation for zebrix

What is Single Sign-On

Single sign-on (SSO) is a property of access control of multiple related, yet independent, software
systems. With this property, a user logs in with a single ID and password to gain access to a
connected system or systems without using different usernames or passwords, or in some
configurations seamlessly sign on at each system. (source: wikipedia)

Benefits

Benefits of using single sign-on include:

Mitigate risk for access to 3rd-party sites (user passwords not stored or managed externally)
Reduce password fatigue from different user name and password combinations

Reduce time spent re-entering passwords for the same identity

Reduce IT costs due to lower number of IT help desk calls about passwords

SSO shares centralized authentication servers that all other applications and systems use for
authentication purposes and combines this with techniques to ensure that users do not have to
actively enter their credentials more than once.

(source: wikipedia)

How to enable SSO with zebrix

1. You need to contact zebrix support

2. You have to integrate zebrix metadata in your
authentication server

<EntityDescriptor entityID="https://auth.zebrix.net"
xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<SPSSODescriptor
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
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<ds:X509Certificate>MIICsDCCAZgCCQCGpnz8YkjxkDANBgkghkiGO9wOBAQUFADAaMRgwFgYD
VQQDDAYN
dXRoLnplYnJpeC5uZXQwHhcNMTcwOTA1IMTAZMjE2WhcNMj cwOTAIMTAZM] E2WjAa
MRgwFgYDVQQDDA9hdXRoLnplYnJpeC5uZXQwggEiMAOGGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0OIBAQDIWm+DsyZ0tWyoPXetbNoFRsfxqsOvunXkZV51CFOE3IrDGtxV
1+ulGY1R2dOFy1SAVNAY j XQIHXPwSFRW3G80jHs rsZwfVHvcCxuySLgxTHXMaM6U</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>

</KeyDescriptor>

<SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" Location="https://auth.zebrix.net/sso/logout"/>

<AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://auth.zebrix.net/sso/postResponse" index="0"/>

</SPSS0Descriptor>

</EntityDescriptor>
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