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SSO implementation in zebrix with Entra AD (Microsoft 365)

SSO implementation in zebrix with Azure AD

(Office 365)

Save zebrix metadata in a file

1. Surf on https://auth.zebrix.net/metadata

2. Right click and save the file to a file with .xml extension

— Cr @ auth.zebrix.net/metadata/

This XML file does not appear to have any style information associated with it. The document tree 1s st

¥ {EntityDescriptor xmlns="urn:ocasis:names:tc:5AML:2.@:metadata”
xmlns:ds="http:/fwww.w3.0rg/2008/03/xmldsigd"” entityID="https:/fauth.zebrix.net">
¥ <5P550Descriptor protocolSupportEnumeration="urn:ocasis:names:tc:5AML:2.8:protocol”>

¥ <KeyDescriptor use="signing"»

¥v<ds:KeyInfo xmlns:ds="http://waw.w3.org/2000/89/ xmldsig#">

¥ <ds:X589Data>

<ds:¥589Certificate>MIICsDCCAZgCCQCGpnz8Yk jxkDANB gkqhki GIwdBAQUFADABMRgWF gYDVQOQDDA
dXRoLnplyYnlpeCSuZXQuwHhcNMT owOTAIMTAZM E2WheNM ] cwOTAIMTAZMIE2W] Aa
MRgwFgYDVQQDDAShdXRoLnplYnlpeCouZXQwggEiMARGCS5qG5I03DQEBAQUARATE
DwhAwg gEKACTBAQD JWm+DsyZ0tkyoPXetbNoFRs fxgs@vunXkIVS 1CFOE3IrDGExY
1+ulGYIR2d@Fy15AVNAY JXOIHXPWSFRW3GBOJHs rs ZwfvVHv c Cxuy SLgx THXMaMEU
+HW7XDiB8zuGTUE3C47tPzGhIDLUXKgBRCp Tnlp0tzSGLydEBZ0bsEARTOACdkBsAL

tXemigjiFmy@alMd/ qaBsMaRgSinAll
gI7opknxyowXxrl32FIBX1izUELted06
ONYzocBPUGczIEXGjT10VbirFySnyzi
geEBALp4cUXSGeag72iQTYox1bKPh=
TQquigpXnbTQWSxdz@81prEGNQySelld]:
SHeBEQEmMtrzY2QT9Hn387Z4bRma
PkN+1p+EX87etvsDdZ1UnVe 1k e
7GTBHQ4Q4tYFOisPreeMgkuan+d
</ds:X589Certificate>
</ds:X589Dataz>
<fds: KeyInfox

</KeyDescriptor:

<5inglelogoutService Binding="urn:oa

Location="https://fauth.zebrix.net/ss

<AssertionConsumerservice Binding="u

it o
Alt+Left Arrow

View page source Ctrl+U

Ctrl+5Shift+|

ENhPGECSSWasSxiAH

Redirsect”

HTTP-POST"

Location="https:/fauth.zebrix.net/sso/postResponse” index="8"/>

</SP5S0Descriptors
</EntityDescriptor:

In the Azure AD admin center, add a new app

zebrix documentation - https://documentation.zebrix.net/
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Azure Active Directory admin center

Bl pashboard

All services

FAVORITES

Azure Active Directory

Users

5 Dashboard > Enterprise applications

Azure Active Directory

Enterprise applications | All applications

«

+ New application

Overview

NE NEW L

Ty ou

0 overview

Enterprise applications

#\ Diagnose and solve problems Application type

Columns [#= preview features O Got feedback?

erprise Apps search preview! Click to enable the preview. —*

Applications status Application visibility

| Enterprise Applications

\/| |An}r v‘ |An}f

Manage

H#i Al applications

2 First 50 shown, to search all of your applications, enter a display name or the application 1D.

i Application proxy Name

2 User settings

Security

% Conditional Access

.
(9

@ Consent and permissians

Homepage URL

Create a new app using these options and call it "zebrix" or
“zebrix CMS"

Azure Active Directory admin center

«
Bl Dashboard
= All services
J  FAVORITES
} Azure Active Directory

Users

Be

Enterprise applications

[

Dashboard > Enterprise applications >

Browse Azure AD Gallery

Create your own application X

I T~ Create your own application I(} Request new gallery app D Got feedback?

What's the name of your app?

| zebrix

@ ‘ou're in the new and improved app gallery experience. Click here to switch back to the legacy ap

|/’7 Search application Single Sign-on : All User Acco

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application

O Register an application to integrate with Azure AD {(App you're developing)

I @ Integrate any other application you don't find in the gallery (Non-gallery) I e

Cloud platforms

Amazon Web Services (AWS) Gooagle Cloud P|

zebrix overview

https://documentation.zebrix.net/
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SSO implementation in zebrix with Entra AD (Microsoft 365)

Azure Active Directory admin center

B4l Dashboard
= All services
#  FAVORITES
b Azure Active Directory

:‘ Users

=% Enterprise applications

%

L1 L}
EER

i Overview

Deployment Plan

Dashboard > Enterprise applications >

zebrix | Overview

Enterprise Application

«  Properties

Manage

(0

F

B

[a)

Provisioning

Properties
Owners

. Roles and administrators (Preview)

Name (@)
| zebrix m |

Application ID @

|.. S — ®|

ObjectiD @
ontin T Gt S g|

Getting Started

Users and groups

Single sign-on

Application proxy

Self-service

Security

@ 1. Assi o
2 gn users and groups
b

Providle specific users and groups access
to the applications

Assign users and groups

Choose which groups/users will be allowed to login

Azure Active Directory admin center

Dashboard
= all services
% FAVORITES
b Azure Active Directory
& Users

) Enterprize applications

e

Dashboard > Enterprise applications > zebrix

2 zebrix | Users and groups

Enterprise Application

i Overview

Deployment Plan

Manage

il Properties

8 Owners

a. Roles and administrators (Praview)

& Users and groups

3 single sign-on

Set the zebrix logo

Save the following logo

&

—3 2. Set up single sign on e

Enable users to sign into their application
using their Azure AD credentials

Get started

= Columns

I ¢ application will appear on the Access Panel for assigned users. Set 'visible to users? to no

First 100 shown, to search all users & groups, enter a display name.

Display Name

Mo application assignments found

Object Type

zebrix documentation - https://documentation.zebrix.net/
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and upload it in the configuration

Dashboard > Enterprise applications > Browse Azure AD Gallery > zebrix CMS

1|} zebrix CMS | Properties

Enterprise Application

< 4 T =T
O} save | X Discard [8] Delete

5 Overview
Enabled for users to sign-in? (@D
Deployment Plan

Mame * (@)

Manage

i Properties Homepage URL @

& Owners logo @

4. Roles and administrators (Preview)

s Users and groups

3 single sign-on

& Provisioning User access URL (@
. -Sppheionpiany Application ID @

S =

Set up single sign-on : choose SAML

&’ Got feedback?

-« )

zebrix CMS |

"zebrix rounded logo.png”

yapps.microsoft.com/signin/zebrix%20CMS/a4610c37-b629-... Iy |

| a4610c37-b629-4261-bded-6615c83ad15a D

https://documentation.zebrix.net/
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Azure Active Directory admin center

Dashboard » Enterprise applications > zebrix

Edl Dashboard = = =
— 3 zebrix | Single sign-on
= all services Enterprise Application
# FAVORITES « . .
Select a single sign-on method  Help me decide
B Azure Active Directory % Overview
E Thre Deployment Plan
Disabled {3 SAML
== Enterprise applications Manage
- P PP 9 ® Single sign-on is not enabled. The user Rich and secure authentication to
M Properties wan't be able to launch the app from applications using the SAML (Security
: My Apps. Assertion Markup Language) protocal.
&2 Owners
4. Roles and administrators (Preview) @
& users and groups

(O]

Single sign-on
B Provisioning ﬁ Password-based ( O) Linked
- Password storage and replay using a Link to an application in the Azure

Application proxy web browser extension or mebile app. Active Directory Access Panel and/ar
Office 365 application launcher.

ks

C Self-service

Security

% Conditional Access

Upload previously downloaded file to portal

Azure Active Directory admin center

Dashboard > Enterprise applications > zebrix >

41 Dashboard zebrix | SAML-based Sign-on - gy

All services Enterprise Application

% FAVORITES % T Upload metadatafile | Changesingle sign-cnmode = Tes cation & Got feedback?
B Azure Active Directory e Ceniew 4
: Upload metadata file.
8 o Deployment Plan
. Values for the fields below are provided by zebrix. You may either enter those values manually, or upload a pre-configured SA
)
Ey

& Enterprise applications Manage ‘ I
Select a file a
1l properties

&2 Owners m ‘CLGI

e gy s

&y Roles and administrators (Preview) Reply URL (Assertion Consumer Service URL)

&2 Users and groups Sign on URL
Relay State
D Single sign-on Logout Url
$  Provisioning
B!} application proxy e @ Open x e
Edi
C self-service « i « Downloads » metadata v | B £ Search metadata
Security Organize = MNew folder | o
5
7 A Name Date modified Type 5|

% Conditional Access ‘
i g zebrixxml e 15/03/2021 17:25 XML File
« Permissions
@ Token encryption e

/ Edit
Activity
3 sign-ins m
il Usage & insights ¥ iE &
ﬁ‘ Audit logs File name: | zebrix.xml v| XML Document (*xml) w :l
M Provisioning logs (Preview)

Federation Metadata XML Download

= Access reviews

Add a "Sign On URL" and save the basic SAML configuration

Some fields will be prefilled thanks to the imported .XML file, but the “Sign On URL"” needs to be filled
manually. Please specify the following URL: https://cms.zebrix.net/cn/customername (please

zebrix documentation - https://documentation.zebrix.net/
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replace customername with your actual customer name on zebrix)

Basic SAML Configuration

Save

Identifier (Entity ID) * @

The default identifier will be the audience of the SAML response for IDP-initiated 550

Default
https://auth.zebrix.net (i)
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550
Default
https://auth.zebrix.net/sso/postResponse @®
Signon URL ©® Please adjust to your zebrix customer name

https://cms.zebrix.net/cn/customername

Relay State @

Enter a relay state

Logout Url @

https://auth.zebrix.net/ssoflogout

Skip SSO login test

https://documentation.zebrix.net/
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SSO implementation in zebrix with Entra AD (Microsoft 365)

Test single sign-on with zebrix

To ensure that single sign-on works for your application,

to test now?

|

Mo, I'll test later

|dentifier {(Entity ID)

Ma, I'll test later

Edit User attributes and claims

Azure Active Directory admin center

«
Bl pashboard
= All services
% FAVORITES
} Azure Active Directory
r‘ Users

25 Enterprise applications

Dashboard > Enterprise applications > zebrix CMS >

zebrix CMS | SAML-based Sign-on

Enterprise Application

# Overview

Deployment Plan

Manage

:|' Properties

&& Owners

&, Roles and administrators (Preview)
& Users and groups

D Ssingle sign-on

@ Provisioning

B! Application proxy

C  self-service
Security
% Conditional Access

i34 Permissions

B Talan ancnntine

Add a new claim

Azure Active Directory admin center

Edl pashboard
i= All services
# FAVORITES
B Azure Active Directory

a Users

C) Enterprise applications

<«

Dashboard > Enterprise applications »

T Upload metadata file

Set up Single Sign-On

Read the configuration guide o

hit)

2 Change single sign-onmode  ¥= Test this application

with SAML

for help integrating zebrix CMS.

o Basic SAML Configuration

Identifier (Entity 1D)

Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State
Logout Url

https://auth.zebrix.nat
https://auth.zebrix.net/sso/postResponse

O Got feedback?

& Edit

https://cms zebrix.net/cn/customername

Optional

https://auth.zebrix.net/sso/logout

o User Attributes & Claims

givenname

surmname
emailaddress

name

displayname

Unique User |dentifier

User Attributes & Claims

-+ Add new claim

Required claim

Claim name

T~ Add a group claim

Unique User Identifier (Mame ID)

Additional claims

Claim name

user.givenname
usersurname
user.mail

user.userprincipalname

user.displayname

user.userprincipalname

zebrix » SAML-based Sign-on >

= Columns

http://schemas.xmlscap.org/ws/2005/05/identity/claims/emailaddress

http://schemas.xmlscap.org/ws/2005/05/identity/claims/givenname

http://schemas xmlsocap.org/ws/2005/05/identity/claims/name

http://schemas . xmlsoap.org/ws/2005/05/identity/claims/surname

& Edit

% Edit user attributes & claims

Value

user.userprincipalname [nameid-for...

Value

user.mail
user.givenname
user.userprincipainame

user.sumame

zebrix documentation - https://documentation.zebrix.net/
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Azure Active Directory admin center

Dashboard > Enterprise applications > zebrix > SAML-based Sign-on > User Attributes & Claims >
4l Dashboard Manage Claim X
= Al services

* FAVORITES

. Azure Active Directory

| displayname o /|

& Users

Namespace | Enter a namespace URI v |
auy : T
s Enterprise applications

Source * @ Attribute O Transformation

Source attribute * | Select from drop down or type a constant ~ |

user.assignedroles

~  Claim conditions

user.city
user.companyname
user.country

user.department

user.displayname @

1. Use displayname as name

2. In the name space field please copy / paste the following namespace
http://schemas.xmlsoap.org/ws/2005/05/identity/claims

3. In the dropdown list, select the value user.displayname

4. Press the Save button

Copy the "App Federation Metadata URL" and send it to
support@zebrix.net

Azure Active Directory admin center

W Dashboard > Enterprise applications > zebrix >

Bl pashboard = -
zebrix | SAML-based Sign-on
= all services Enterprise Application
% FAVORITES € T Upload metadatafile  “? Change single sign-on mode ¥ Test this application 7 Got feedhack?
B Azure Active Directory Qe givenname usergivenname
surname USersurmams
& (e Deployment Plan A o
emailaddress user.mail
) Enterprise applications Manage name user.userprincipainame
Unigue User Identifier user.usergrincipalnames
ill Properties
& Owners e
SAML Signing Certificate & i
&k Roles and administrators (Preview) Edit
Stat Activ
82 Users and groups i g i
Thumbprint
D single sign-on Expiration 3/17/2024, 1:51:48 PM
Natification Email
& Provisioning App Federation Metadata Url https://login.microsoftonline.comy| bad-20f1-§ T
i application proxy Certificate (Base64) Download
Certificate (Raw) Download
© self-service Federation Metadata XML Download
Security
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Our Technical team will implement your settings on zebrix
side and activate to SSO on your account
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