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Implémentation du SSO dans zebrix avec
Entra AD (Microsoft 365)

Enregistrer les métadonnées de zebrix dans un fichier

Allez sur https://auth.zebrix.net/metadata

Faites un clic droit et enregistrez le fichier avec une extension .xml

“ C | & authzebrixnet/metadata/ o

This XML file does not appear to have any style information associated with it. The document tree 1s st

¥ {EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.8:metadata™
xmlns:ds="http:/ /www.w3.org/2000/89 /xmldsigd"” entityID="https://auth.zebrix.net">
¥ {SP550Descriptor protocolsupportEnumeration="urn:casis:names:tc:5AML:2.8:protocol”:>
¥ <KeyDescriptor use="signing":»
¥ <ds:KeyInfo xmlns:ds="http:/ www.w3.org/2000/09/xmldsigs" >
¥ <ds:X5890ata>

<ds: X503 ertificate>MIICsDCCAZECCQCGpnz3Yk jxkDANEgkghki GIwaBAQUF ADAGMREWF gYDVQQDDA
dXRoLnpl¥nJpeCSuZXQuwHhcMNMT cwOTAIMTAZM E2WhcNM ] cwOTAIMTAZME2W]Aa
MRgwFgYDVOQDDAShdXRoLnplYnlpeCSuZXQwggE iMABGC5qGSIb3DQEBAQUARATE
Dwhwg gEK A0 TBAQD Jm+DsyZ0thiy oPXetbMoFRs fxgsBvunXkZVE 1CFOEZIrDGERV
1+ulGYIR2d@Fy1SAVNAY JXOIHxPWSFRW3GEOJHs rs ZwfVHv e Cxuy SLgx THXMaMEU
+W7XDiB8zuGTUE3C47tPzGheDLUXKgBRCp Tnlp0tzSGLyvdBZ0bsEARTOACdkBsAL
txBmiaiiFmyaGiMd,/qabsMaRq5inALY

A Back Alt+Left Arrow
gI7opKnxyowXxrl92FI18X1zUELtedQ6
ONYzocBPUGCzIEXGT1loVbirFySnyzi Forward Alt+Right Arrow
geEBALp4cUX5Geag721iQTYox1bKPhz: "
TQgWgpXnbTQUSxdz@1prEGNQySeLij:  19ad Ctrl+R

SHeB&qEmtrzY¥2QT3Hn38Z4bRma
PkN+1p+EX@7etvsDdZ1UnVg 1k e
7GTBHQAQ4tYFOisPreeMgkuan+d . i
</ds:X503Certificate> L Clrt:R
</ds:X5@3Datax Translate to English
</fds: KeyInfoz> J
</KeyDescriptor:
<SinglelogoutService Binding="urn:os
tion="https://auth.zebrix.net/ss Inspect Ctrl+Shift+I
ertionConsumerservice Binding="u
tion="https://fauth.zebrix.net/sso/postResponse” index="@"/>
riptor:>
iptor:

Ctrl+5
ZNhPGEECSSHasxiaH

View page source Ctrl+U : =
9 Redirect

HTTP-POST"

——

= Y

Dans le centre d'administration Azure AD, ajoutez une
nouvelle application
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Azure Active Directory admin center
# Dashboard > Enterprise applications
Edl pashboard . = = . -
zzz Enterprise applications | All applications

= all services b Azure Active Directory

# FAVORITES % + New application = Columns [#] Preview features 7 Got feedback?

b Azure Active Directory Overview e

1 ry oul the new cnterprise Apps search preview! Click to enable the preview. =
. 0 overview
85 Enterprise applications #. Diagnose and solve problems Application type Applications status Application visibility
| Enterprise Applications ~ | | Any e ‘ | Any

o Manage

# Al applications P First 50 shown, to search all of your applications, enter a display name or the application ID.

£ Application proxy Name Homepage URL
£ User settings

Security

& Conditional Access

@ Consent and permissions ‘

&)

Créez une nouvelle application en utilisant ces options et
nommez-la "zebrix" ou "zebrix CMS"

Azure Active Directory admin center

& Dashboard > Enterprise applications > Create your own app[ication X
e Browse Azure AD Gallery
= All services
. What's the name of your app? o
FAVORITES I - Create your own application I(} Request new gallery app P Got feedback? | =
zebrix

*

B Azure Active Directory o
You're in the new and improved app gallery experience. Click here to switch back to the legacy 3 <

- B BEG S FESEPE \hat are you locking to do with your application?

Ak Users

. O Configure Application Proxy for secure remote access to an on-premises application

== Enterprise applications

|/o Search application single Sign-on : All User Acco () Register an application to integrate with Azure AD (App you're developing)
I @ Integrate any other application you don't find in the gallery (Non-gallery) I o

Cloud platforms

Amazon Web Services (AWS) Gooale Cloud P

Vue d'ensemble de zebrix
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Azure Active Directory admin center {IES

. Dashboard > Enterprise applications >

E4ll Dashboard = =
gz zebrix | Overview
L ’ & & S
= all services Enterprise Application
% FAVORITES «  Properties
B Azure Active Directory - METEIET n Name @
ent Pl zebrix !
& uUsers Deployment Plan | |
— Application ID D
= Enterprise applications Manage | — |
Il Properties =
P ObjectiD @
&2 Owners | i) |
& Roles and administrators (Preview) "
Getting Started
&8 Users and groups
D single sign-on
@ Provisicning - 1. Assign users and groups ° -3 2. Set up single sign on e
i Application proxy Provide specific users and groups access Enable users to sign into their application
) o to the applications using their Azure AD credentials
© Self-service Assign users and groups Get started

Security

Choisissez quels groupes/utilisateurs seront autorisés a se connecter

Azure Active Directory admin center

'< Dashboard > Enterprise applications > zebrix

4l Dashboard . =

@ zebrix | Users and groups
= all services Enterprise Application
#  FAVORITES % Add user/group &7 =c B Remove /2 Update Credentia Columns

b Azure Active Directory o8 Crvepncw @
[ 1he application will appear on the Access Panel for assigned users, Set 'visible to users?' to no

@ Deployment Plan
Ak Users -
= Enterprise applications Manage First 100 shown, to search all users & groups, enter a display name.

It Properties Display Name Object Type

s Owners Mo application assignments found

at. Roles and administrators (Preview)
&8 Users and groups

3 single sign-on

Dans la section "Propriétés", définissez le logo de zebrix

Enregistrez le fichier de logo suivant

zebrix documentation - https://documentation.zebrix.net/
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et téléchargez-le dans la configuration

Dashboard » Enterprise applications > Browse Azure AD Gallery > zebrix CMS

1|! zebrix CMS | Properties

‘ Enterprise Application

L Save >< Discard i Delete ¢’ Gat feedback?

B Overview e —

Enabled for users to sign-in? (O i No )
Deployment Plan med T TR

Name * (3) | zebrix CMS /|
Manage

Sy )

i Properties Homepage URL (@ | D |
& Owners Logo @
4. Roles and administrators (Preview)

&8 Users and groups

D Ssingle sign-on | "zebrix rounded logo.png”

2 Provisioning User access URL (@ | https://myapps.microsoft.com/signin/zebrix%:20CMS/a4610c37-b629-... 2|

¥ Applicati v s :
ppicatismproly application ID @ | 34610c37-b629-4261-bdcd-6615c83ad15a 3|

P I e

Dans la section "Authentification unique", configurez le SSO : choisissez
SAML

Azure Active Directory admin center

Dashboard » Enterprise applications > zebrix

Bl Dashboard 3 zebrix | Single sign-on

= All services Enterprise Application

& FAVORITES z :
Select a single sign-on method  Help me decide

B Azure Active Directory W Overview

& Users Deployment Plan

uss : & e Disabled SAML

&= Enterprise applications Manage ® {E

e s e G Single sign-on is not enabled. The user Rich and secure authentication to
HH Properties wan't be able to launch the app from applications using the SAML (Security
" My Apps. Assertion Markup Language) protocol.
&8 Owners
& Roles and administrators (Preview) @
&2 Users and groups

3 single sign-on

2 provisioning ﬁ Password-based (O) Linked

Password storage and replay using a Link to an application in the Azure
B application proxy web browser extenzion or mebile app. Active Directory Access Panel and/ar
Office 365 application launcher,
€ self-service

Security

% Conditional Access

Téléchargez le fichier de métadonnées XML qui a été précédemment
téléchargé
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Azure Active Directory admin center

Edl Dashboard
= All services
J FAVORITES
B Azure Active Directory
: Users

=
=% Enterprise applications

&

Dashboard >

Enterprise Application

B Overview

Deployment Plan

Manage

1! properties
& Owners
&k Roles and administrators (Preview)

Users and groups

(O

Single sign-on

2 Provisioning

™

Application proxy
' Self-service
Security

& Conditional Access
% Permissions

@ Token encryption

Activity

Enterprise applications

zebrix | SAML-based Sign-on

zebrix

% T Upload metadata file P Change single sign-on mode  #= Test this apy

Upload metadata file.

&’ Got feedback?

g ® &

Values for the fields below are provided by zebrix. You may either enter those values manually, or upload a pre-configured SA

I‘ Select a file I e

I |

e

R

Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State
Logout Url

G Open
&« ~

Organize =

A

4

<« Downloads » metadata

MNew folder

~

HName

@ zebrixxml

il

Sign-ins
Usage & insights
Audit logs

Provisioning logs (Preview)

Date modified

15/03/2021 17:25

o Search metadata

[]-] o @

Type

XML File

File name: | zebrixaml

v| XML Document (*xml) ~

Cancel

§|

& Edit

& edit

Federation Metadata XML Download

= Access reviews

Ajoutez une "URL de connexion" et enregistrez la configuration SAML de base

Certains champs seront pré-remplis grace au fichier . XML importé, mais I' “URL de connexion” doit
étre remplie manuellement. Veuillez spécifier I'URL suivante : https://cms.zebrix.net/cn/nomduclient
(veuillez remplacer nomduclient par le nom réel de votre client sur zebrix)

zebrix documentation - https://documentation.zebrix.net/
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Basic SAML Configuration

Save

|dentifier (Entity ID) * @

The default identifier will be the audience of the SAML response for IDP-initiated 550

https://auth.zebrix.net

Reply URL (Assertion Consumer Service URL) * @

The default reply URL will be the destination in the SAML response for IDP-initiated 550

https://auth.zebrix.net/sso/postResponse

Default

Sign on URL ©® Please adjust to your zebrix customer name

https://cms.zebrix.net/cn/customername

Relay State @

Enter a relay state

Logout Url @

https://auth.zebrix.net/ssoflogout

Passer le test de connexion SSO

Test single sign-on with zebrix

To ensure that single sign-on works for your application,

to test now?

| Mo, I'll test Iater%

Mo, I'll test later

Identifier (Entity ID)

htt)

https://documentation.zebrix.net/
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Modifier les attributs et revendications de l'utilisateur

Azure Active Directory admin center

«
Bl pashboard
= All services
% FAVORITES
} Azure Active Directory
ﬂ Users

E.‘, Enterprise applications

Dashboard > Enterprise applications > zebrix CMS >

zebrix CMS | SAML-based Sign-on

Enterprise Application

T Upload metadata file D Change single sign-onmode  ¥= Test this application  Got feedback?
# overview

Deployment Plan Set up Single Sign-On with SAML

Manage Read the canfiguration guide && for help integrating zebrix CMS.
il
Properties
g o Basic SAML Configuration f Edit
Ear
& Owners
. Identifier (Entity 1D) https://auth.zebrix.net

&, Roles and administrators (Preview) Reply URL (Assertion Consumer Service URL)  https://auth.zebrix.net/sso/postResponse
2. Users and groups Sign on URL http.s:f/(ms‘zebnx.net/(n/[ustumelname

Relay State Optional
D Single sign-on Logout Url https://auth.zebrix.net/sso/logout
@ Provisioning
£ Application proxy e User Attributes & Claims & Edit
e ghErname deegienname “ Edit user attributes & daims

. surname user.surname i

Security emailaddress user.mail
8 CondiitndiTacases name user.userprincipalname

displayname user.displayname
7. Permissions Unique User Identifier user.userprincipalname

P Talnn cncnontion

Ajouter une nouvelle revendication

Azure Active Directory admin center

Edl pashboard
= All services
* FAVORITES
B Azure Active Directory

ﬂ Users

s Enterprise applications

5 Dashboard > Enterprise applications > zebrix > SAML-based Sign-on

User Attributes & Claims

+ Add newdaim | Add a group claim  =Z Columns

Required claim

Claim name Value

Unigue User Identifier (Mame ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value

http://schemas.xmlscap.org/ws/2005/05/identity/claims/emailaddress user.mail e
http://schemas.xmlscap.org/ws/2005/05/identity/claims/givenname user.givenname L
http://schemas.xmlscap.org/ws/2005/05/identity/claims/name user.userprincipalname L
http://schemas.xmlscap.org/ws/2005/05/identity/claims/surname User.surmame Ll

zebrix documentation - https://documentation.zebrix.net/



Last update: 2025/10/13

12:32 fr:sso_implementation_azuread https://documentation.zebrix.net/doku.php?id=fr:sso_implementation_azuread

Azure Active Directory admin center

Dashboard » Enterprise applications > zebrix > SAML-based Sign-on > User Attributes & Claims >

Edll pashboard L
- Manage claim - X
= Al services
% FAVORITES
B Azure Active Directo
= 4 | displayname ° /|
& Users
— Namespace | Enter a namespace URI v |
s Enterprise applications
Source * @ Attribute O Transformation
Source attribute * i Select from drop down or type a constant ~ |

user.assignedroles

~ Claim conditions

user.city
user.companyname
user.country

user.department

user.displayname @

user.ansdomamnname

Utilisez displayname comme nom

Dans le champ de I'espace de noms, veuillez copier/coller I'espace de noms suivant
http://schemas.xmlsoap.org/ws/2005/05/identity/claims

Dans la liste déroulante, sélectionnez la valeur user.displayname

Appuyez sur le bouton Enregistrer

Copiez I' "URL des métadonnées de fédération de
I'application" et envoyez-la a support@zebrix.net

Azure Active Directory admin center

< Dashboard > Enterprise applications > zebrix >

El Dashboard 2 =
zebrix | SAML-based Sign-on
= All services Enterprise Application
% FAVORITES b T Upload metadatafile ' Change single sign-on mode #= Test this application O Got feedback?
B Azure Active Directory Qe givenname user.givenname
Y it surname user.surname
:‘ Useis Deployment Plan ;
emailaddress user.mail
L1} Enterprise applications Manage nae user.userprincipainame
Unique User Identifier user.userprincipalname
Il Properties
&2 Owners e
SAML Signing Certificate e
& FRoles and administrators (Preview) Edit
Stat Activy
& Users and groups e cve
Thumbprint
D single sign-on Expiration 3/17/2024, 1:31:48 PM
Natification Email
B Provisioning App Federation Metadata Url https://login.microsoftonline.com/ bad-20f1-§ T
B! application proxy Certificate (Basead) Download
Certificate (Raw) Download
C Sself-service Federation Metadata XML Download
Security
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Notre équipe technique implémentera vos parametres coté
zebrix et activera le SSO sur votre compte

Comment se connecter a zebrix en utilisant le SSO ?

Option 1 : utiliser I' "URL de connexion"

https://cms.zebrix.net/cn/nomduclient

Accéder a cette URL déclenchera le processus de vérification “Single Sign On” et vous serez soit
directement connecté a zebrix, soit redirigé vers le portail d'authentification Microsoft.

Vous pouvez enregistrer cette URL dans vos favoris.

Option 2 : vous pouvez utiliser l'icone de raccourci de l'application "zebrix"
dans votre portail Office 365

Office

Microsoft 365

E Outlook
Word Et Excel
PowerPoint Inl OneMote
SharePoint m Teams
Bookings I* Yammer

Power Autom... ﬂ} Admin

Cnelrive

Forms | Power Bl

zebrix CMS

@ i

@ E VY 9@ 8
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Comment gérer les utilisateurs SSO dans zebrix ?

Veuillez consulter cette page.

From:
https://documentation.zebrix.net/ - zebrix documentation

Permanent link:
https://documentation.zebrix.net/doku.php?id=fr:sso_implementation_azuread
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